SECTION XI'V.  ROUTI NE DESTRUCTI ON OF COMSEC MATERI AL

97. Ceneral. The security achieved through the proper use of contenporary
U. S. cryptosystems i S heavily dependent upon the physical protection which is
afforded the associated keying material. Current and superseded keying

material is extremely sensitive, since its conprom se potentially exposes to
conprom se all traffic encrypted with it. For this reason, keying material
(other than defective or faulty key) 1/ nust be destroyed as soon as possible
after it has been superseded or has otherw se served its intended purpose.
Destruction of superseded or obsolete crypto-equi pnent and supporting
docunmentation is also essential to the maintenance of a satisfactory national
COVBEC posture, since these materials may be of significant |ong-term benefit
to hostile interests desiring to exploit U S. communications for intelligence
pur poses.

98. Training of Destruction Personnel. Contractors nust ensure that
destruction personnel have been properly trained prior to performng
destruction. The personnel involved nust be instructed on the proper
use/handling of the destruction devices and the proper destruction
procedur es.

99. Procedures for Routine Destruction of COVSEC Material. Routine
destruction should normally be done by the COVSEC Custodi an and the Alternate
COMBEC Custodian. However, this restriction should not be enforced at the
cost of delaying destruction. Ganting the authority to destroy superseded
material to additional appropriately cleared 2/ people, who then certify this
destruction to the COVWSEC Custodian, is preferable to delaying destruction,
even for short time. The follow ng paragraphs indicate various types of
procedures which mght be followed in representative situations, with
enphasi s on keying material.

a. In alarge facility, cleared users may be granted authority to
destroy keying material they use, in the presence of cleared wtnesses, as
soon as the material is superseded.

b. In asmll facility with only a few COVBEC equi pnments, the COVGEC
Cust odi an may personally collect superseded keying naterial, replace it with
new material, and effect timely destruction of superseded material in the
presence of a cleared wtness.

1/ DO NOT DESTROY defective or faulty keying material. Such materi al
should be reported to DI RNSA, ATTN.  S042, and held for disposition
i nstructions.

2/ The term “appropriately cleared” and “cleared” means possession of a

final security clearance equal to the highest classification of the
material to be destroyed.
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c. In nobile situations, routine destruction may be acconplished by the
user and an appropriately cleared witness. The issuing COMSEC Custodian nust
be advised by the user, either verbally or in witing, that the user has

destroyed the material. Verbal notification nust be followed up with witten
confirmation of destruction as soon as possible. For accounting purposes,
the COMSEC Custodian wll then consider the material destroyed. |n such

cases, the COMSEC Custodian nust brief the user on the necessity for pronpt
and conpl ete destruction of superseded keying material, and for pronpt
reporting of any loss of control of naterial before destruction could be
acconpl i shed.

d. Scheduling Routine Destruction.

(1) Keying material designated CRYPTO which has been issued for use
must be destroyed as soon as possible after supersession, and nay not be held

| onger than 12 hours follow ng supersession. However, where special

ci rcunmstances prevent conpliance wth the 12-hour standard (e.g., facility
unmanned over weekend or holiday period), the FSO may authorize an extension
to a maxi mum of 72 hours. Keying material designated CRYPTO which has been
| ssued for use nust be destroyed as soon as possible after supersession, and
may not be held longer than 12 hours foll ow ng supersession. However, where
speci al circunstances prevent conpliance with the 12-hour standard (e.g.,
facility unmanned over weekend or holiday period), the FSO may authorize an
extension to a maxinum of 72 hours. \ere communications activity is
suspended for extended periods (e.g., plant-w de holidays), unused keying
material need not be destroyed as it is superseded, but may be retained in

t he COMSEC account until communications activity resumes, at which tine
super seded key nmust be expeditiously destroyed. For circunstances not
covered above, contact your COR for instructions.

(2) Complete editions of superseded keying material designated
CRYPTO whi ch are held by a user COMSEC account nust be destroyed within 5

days after supersession.

(3) Mai ntenance and sanpl e keying naterial not designated CRYPTO is
not regularly superseded and need only be destroyed when physically
unservi ceabl e.

(4) Superseded classified COMSEC publications which are held by a
user COMSEC account nust be destroyed within 15 days after supersession.

(5) The residue of entered amendnents to classified COMSEC
publications nust be destroyed within 5 days after entry of the anendnent.

100. Routine Destruction Methods. The authorized methods for routinely
destroyi ng paper COMSEC material are burning, pulverizing or chopping,
crosscut shredding, and pul ping. Nonpaper COMSEC material authorized for
routine destruction nmust be destroyed by burning, chopping or pulverizing, or
chem cal alteration.

a. Paper COMSEC Material. The criteria given below apply to classified
CoMSEC keying material and media which enbody, describe, or inplenent a
classified cryptographic logic. Such nedia include full maintenance manual s,
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cryptographi c descriptions, draw ngs of cryptographic logics, specifications
describing a cryptographic logic, and cryptographic software. O her paper
COMSEC material may be destroyed by any neans that are approved for the
destruction of other paper material of equal classification or sensitivity.

(1) Wen destroying paper COMSEC material by burning, the
combustion nust be conplete so that all material is reduced to white ash, and
contained so that no unburned pieces escape. Ashes nust be inspected and, if
necessary, broken up or reduced to sludge.

(2) Wen pul ping, pulverizing, or chopping devices are used to
destroy paper COMSEC naterial, they nmust reduce the material to bits no
| arger than five mllimeters in any dinmension.

NOTE : DO NOT PULP paper-nyl ar-paper key tape or high wet strength paper (nap
stock) and durabl e-nedi um paper substitute (e.g., TYVEC olefin,polyethlyne
fiber) .  These materials will not reduce to pulp, and nust be destroyed by
burni ng, pulverizing or chopping, or crosscut shredding.

(3) Wen crosscut (double cut) shredders are used to destroy paper
COMSEC naterial, they nmust reduce the material to shreds not nore than

3/64-inch (1.2 MM in Width and not morethan |I/2-inch (13 m) in length, or
not nore than |/35-inch (0.73 mm in width and not nore than 7/8-inch (22.2

mj in |ength,

b. Nonpaper COMSEC Material. The authorized nmethods for routinely
destroyi ng nonpaper COMSEC material are burning, nelting, chopping,
pul verizing, and chemcal alteration. The nmaterial nust be destroyed to the
extent that there is no possibility of reconstructing classified information
by physical, chemcal, electrical, optical, or other neans.

(1) Mcrofornms (mcrofilm mcrofiche, or other reduced-inmage photo
negatives) may be destroyed by burning or by chem cal neans, such as emersion
i n househol d bleach (for silver filmmasters), or acetone or methelyne
chloride (for diazo reproductions) for approximtely five mnutes. Wen
destroying by chem cal means, film sheets nust be separated and roll film
nmust be unrolled. NOTE: Caution should be exercised to prevent potentia
hazards when using chemcal neans for destruction. Contractors are also
responsi ble for ensuring that OSHA standards are net.

(2) Magnetic or electronic storage or recording nedia are handl ed
on an individual basis. Magnetic tapes may be destroyed by disintegration or
incineration. Magnetic cores may be destroyed by incineration or snelting.
Magnetic discs, disc packs, and drums may be destroyed by renoval of the
entire recording surface by means of an enery wheel, di sc sander, or by

I nci neration.
WARNI NG

DO NOT INCINERATE MAGNETI C TAPE ON ALUM NUM REELS, AS TH S MAY CAUSE
AN EXPLGCSI ON

(3) Hardware keying material (i.e., USKAU (Prons), USKAW (permuting
plugs)) and associ ated manufacturing aids will not be destroyed w thout the
approval of NSA
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